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1o 3anycKy ¥ 00HOBJ/IEHHIO AHTHBHPYCHOTO NPOrpaMMHOT0 obecneyeHH

B KauecTBe MCTOYHMKA YTPO3 HHOpMALHOHHOH Ge30NacHOCTH MOKET BRICTYNATH HEIOBEK nubo
rpynna mojieil, a TaKKe HeKKe, HE3ABHCALIME OT JIEATE/IBHOCTH HENOBEKa, NpOsABIEHHA.
Mcxomns H3 3T0ro, BCE HCTOYHHKH YTPO3 MOXHO pa3sieATh Ha TPH IPYTIIEL

¢ Yenoreueckuii axrop, Jlannad rpynia yrpos cedana ¢ JielicTBUAMH 4eJIOBEKA,
HMEIOIIET0 CAaHKIIHOHHPOBAHHEIH HITH HECAHKIMOHHPORAHHEIH JOCTYT K MH(OPMALIHH.
Yrpo3sl 3T TPYINE! MOMHO PA3AeIHTE Ha:

o gHewHUe, K HAM OTHOCATCA AeiicTBuA KHOep-npecTyHHKOR, XaKepoB, HHTEPHET-
MOIIEHHUKOB, He106POCOBECTHEIX MAPTHEPOR, KPUMHHANBHEIX CTPYKTYD.

e gHympenHue, K HiM OTHOCATCA NeicTRHS MEPCOHANA KOMIIaHHIA, 8 TakKe
[IONE30BATENeH TOMALIHHX KOMIEIOTEPOB, JIeHCTBHA NaHHEX mojei MoryT
GBITh KAK YMBILUICHHEIMH, TaK H CITy4aiHBIMH.

o Texuuvecknii gpaxTop. ITa rpynna yrpo3 CBA3aHA ¢ TEXHHYSCKHUMH npodbneMamu —
dusnyeckoe H MOPATBHOE YCTAPERAHAE HCTIOMB3YIOMErocs 0bopyIOBAHMIA,
HeKauecTBEHHBIE NPOTPaMMHEIC H allllapaTHEIE CPENCTRA obpabotku wHdopmanuu. Bee
3TO NPHBOIKT K 0TKa3y 000py/0BaHKA H 334aCTy10 MOTEPH WH(OPMALTHH.

« Cruxuiineii daxrop. 3Ta rpynna yrpo3 BKIOYAET B cefa NpUPOAHLIE KATAKIA3MEI,
cTHXUiiHbIE GeacTBHA 1 npoune (ope-MaxopHble 00CTOATENBCTEA, HE3aBUCALLHE OT
NEATENBHOCTH JIOACH.

Bee TpH HCTOYHMKA yrpo3 HeoOX0MHMO 0043aTENLHO YHHTRIBATE TIPH pazpaboTKe CHCTEMEI
sanATsl FHGOPMALHOHHOH GE30MacHOCTH.

PasBHTHE COBPEMEHHEIX KOMITBIOTEPHBIX TEXHOJIOTHE K CPEACTB CBA3H JACT BOIMOMHOCTE
3M0YMEIIIEHHHKAM HCMIONB30BaTh pasfiiyHbIe HCTOYHHKH pacTipOCTPAHCHHA yrpos.
PaccMoTpHM X noapobree:

Hurepuer

noBansuast ceTs MHTepHET YHHKANbHA TEM, UTO He ABIACTCA YbeH-TO coDCTBEHHOCTRIO H HE
MMEET TEPPUTOPHANEHEIX IPAHULL DTO BO MHOTOM criocoGeTByeT pa3sBHTHIO MHOTOUYHCIIEHHBIX
pe6-pecypcos u obmeny uudopmauuei. Celiuac NK0B0# YENOBEK MOMKET NOJNYYHTE AOCTYT K

JaHHBIM, XpanamuMed B MHTepieTe, Wi co3aarh CBOH cobeTBeHHsl BED-pecype.
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Oxnaxo 51H e ocoGerrocT rnoGaibHON CETH NPEAOCTABIMIOT 3TOYMEIILICHHIKAM

BO3MOMHOCTE COBCPIICHUS NPECTYIUICHNH B HHTepHeTe, mMpH 3TOM 3aTpyiHAs HX 0DHApYKeHHEe

H HakKa3aHHE.
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3M0YMBILIICHHHKY Pa3MeIIAloT BUPYCH! H APYTHE BPENOHOCHEE TporpaMMel Ha Beb-pecypeax,
"MAacKMpyIOT" HX 0/ NOJE3HOE H Gecnnartuoe nporpamMmuoe obecnievenue. Kpome toro,
CKPHIITEL, ABTOMATHYCCKH 3AITYCKAEMBIC NIPH OTKPBITHH BeO-CTPaHHIIBI, MOTYT BhITIOTHATE
BPC/IOHOCHBIE ICHCTBHA Ha BallleM KOMITBIOTepe, BKIIOYAs H3IMEHEHHE CHCTEMHOTO peectpa,
Kpamy JIMYHBIX NAHHEIX H YCTAHOBKY BPEIOHOCHOIO IPOrPAMMHOro obecneyeHus.

Henonbays ceTeBble TEXHONOTHH, 3TOYMBILIIEHHHKH PEATH3YIOT ATAKH Ha YAATCHHEIE
HACTHBIC KOMIEIOTEDEI H CEPBEPA KOMIAHHH. PeayibTaToM TAKHX aTak MOMKET ABJINTHCH
BRIBE/ICHUE peCypca H3 CTPOA, ONYUEHHE MOJHOTO A0CTYIIA K PECYPCY, a, CIEN0BATENEHO, K
HHOOPMALIHH, XPAHAIIEMCA HA HEM, HCIOIB30BAHNE PECypea Kak YacTH 30MGH-CeTH,

B ¢BsA3M ¢ noABIEHHEM KPEIUTHEIX KapT, MMEKTPOHHBIX ICHET H BO3MOKHOCTBIO HX
HCTIO/B30BAHMKS Yepes MHTepHeT (MHTEpHET-Marasutel, ayKIHOHE], [IEPCOHANBHEIE CTPAHHLE]
DaHKOB H T.[I.} HHTEPHET-MOLICHHWYECTRO CTANO OAHUM H3 HaHGoee pacnpocTpaHeHHBIX
NpecTymIeHHii,

Hurpauer

HHTpaneT — 5T0 BHYTPEHHAS CeTh, CNEUHANLEHO paspaboTaHHas ais yNpasneHus HapopMaluei
BHYTPH KOMIIAHHH HITH, HallpUMEp, YacTHOH momaiHed cetu. MuTpaner spnsaercs equnsmM
TNPOCTPAHCTROM [JI XPAHCHH:!, 0OMEHA H J0CTYNA K HH(OPMALHH IS BCEX KOMITBIOTEPOR
cery. Iloatomy, ecnu kakoif-nubo w3 KOMIEBIOTEPOB CETH 3apaeH, OCTATLHEIE KOMIIBIOTEPERI
HNOJIBEPratoTCs OTPOMHOMY PHCKY 3apamenns. Bo usbexanne BOSHHKHOBEHHS TAKHX CHTYaIHi
HEODXOIMMO 3aUIHINATE HE TOJIBKO MEPHMETP CETH, HO M KAXIBIH OT/1e TBHEI KOMIIBIOTED.
INeKTPOHHAN TOYTA

Hanuu4ue nodToBBIX NPHIOKEHUH TPAKTHYECKH Ha KAKIOM KOMIIBIOTEPE, & TAKKE TO, YTO
BPCIOHOCHEIE [IPOTPAMMBI MTOJIHOCTLIO HCIIOIB3YIOT COMIEPIKHMOE IEKTPOHHBIX A/IPECHBIX KHHT
JJIst BBIABJICHMS HOBBIX JKepTB, obecreunBaeT GraronpusaTHEIe YCIOBHS JUIA pacnpocTpaHeHus
BPEOHOCHBIX porpamM. Tlonbs3oBaress 3apaaeHHOr0 KOMIBIOTEPA, CaM TOTO He NoJ03pesasd,
PACCBHITACT 3apaXeHHBIE THCEMA alpecaTaM, KOTOPEIE B CBOIO 0Uepellb OTIPABIIOT HOBEIE
34paKEHHEBIC THCBMA | T2, Hepeku cnygan, koraa 3apaxeHHBIH (alin-ToKyMeHT 1o npuyHHe
HEZIOCMOTPA NONANAST B CITHCKH PACCHITKH KOMMepueckoit HHdopMauH Kakoit-muto KpPYIHOI
KOMITAHHH. B 3TOM ClTyuae cTpajaloT He 15Tk, & COTHY HIIH JAKE TEICAUH aBOHEHTOB TaKHX
PACCBUTOK, KOTOPBIE 3aTEM Pa3QILIIOT 3apaxeHHbIe (ailiibl IecATKAM THICSYAM CBOMX
aﬁDHerrrqﬂ.

[TomMuMO yrpo3sl NPOHHKHOBEHHA BPEIOHOCHEIX TPOrPaMM CYIIECTBYIOT npobneMa BHeLUHeH
HEKENaTe/IbHOH NOYTE PEKNaMHoro Xapaxrepa (cnama). He asigsice HCTOMHHKOM npaMoii

YTPO3bI, HEKEIATeNbHAR KOPPECTIOHAEHLINS YBEIHMBAET HATPY3KY Ha NIOYTOBLIE CEPREpa,
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CO3/IaeT NOMONTHHUTENBHBIE TpadK, 3acopseT MOYTOBEIH AIMK NOJNL30BATENs, BT K OTepe
pabodero BpeMeHH M TeM CaMbIM HAHOCHT 3HAYHTE/IbHBIH (PHHAHCOBEI YPOH.

Takke Bax#KHO OTMETHTE, 4TO 3/10YMBILLTEHHHKH CTAlH HCTIONB30BATh TaK HA3HIBAEMEIE
CraMepCKHe TEXHOIOrHM MACCOBOT0 PACNIPOCTPAHEHHA W METOJIEl COLMANILHOTO HHHHHPHHIA,
yToOK! 3ACTARHTE NOJL30BATENS OTKPLITE MHCEMO, [IEpPeifTH 110 CCHIIKE H3 MHCEMA HA HEKHH
MHTEpHET-pecype U T.1. M3 3Toro cieyer, YTo BOIMOMKHOCTH (PHILTPALIMH CIIAMA BAYKHBI HE
TONABLKO CaMH 10 cede, HO M /1S NPOTHBOAEHCTBHA HEKOTOPLIM HOBEIM BHIAM HHTEPHET-
MoleHHHYecTBa (HanpuMep, (hHILMHIY), a TaKKe PacipocTPaHeHHIO BpeJOHOCHEBIX NPOrpaMm.,
CheMHBIe HOCHTEIH HHOOPMALHH

Cremupie HocuTenH — auckeTsl, CD-muekH, Qen-KkapThl — MHPOKO HCMOIB3YIOTCH 1
XpaHeHUs H NepenavTd HHPOPMALIHH.

I1pu 3amycke daiina, conepxallere BpelOHOCHBIH KO, CO CREMHOID HOCHTEIS BB MOJKETE
[IOBPEIUTE JAHHEIE, XPAHANIHECH Ha BallleM KOMIBIOTEPE, & TAKIKE PaclipoCTPaHUTE BHPYC Ha

ApYTHE OHCKH KOMITBIOTEDA HITH KOMUBIOTEDBI CETH,

Buasi yrpos.

Yepsu (Worms)

JlaHnas KaTeropus BPeJOHOCHEIX IPOTPAMM IUIA PACIIPOCTPAHEHHS HCIIONB3YET B OCHOBHOM
YA3BHMOCTH ONEpalHOHHEIX cHeTeM. Haspanwe aToro knacca ObUIO JaHO HCXOMS H3
crnocobHOCTH uepBei "nepeno3ars” ¢ KOMNBIOTEPA Ha KOMIIBIOTED, HCMOIB3YH CETH,
3MEKTPOHHYIO MOYTY ¥ Apyrue HHbopMaHoHHEIe KaHansl Takke Omarogaps 3TOMY MHOTHE
yepBH 00/1/1al0T OCTATOYHO BBICOKOH CKOPOCTBIO PACIIPOCTPAHEHHA. |

UepBH NMPOHHKAKOT HA KOMIILIOTEP, BEIYHC/ISIOT CETEBBIE A/PEca APYTHX KOMITEIOTEPOB 1
PACCHINAKOT 110 3THM AZIpecaM cBoH KOoNHK, [ToMHMO CEeTEBEIX AAPECOB HaCTO HCMONBIYIOTCA
JlaHHEIE AZPECHOM KHHTH TOYTOBEIX KIMeHTOB. TIpeNCTaBHTENN 3TOrO KNACCA BpeJOHOCHBIX
NporpaMM HHOFAA co3faroT padoune daiiisl Ha THCKAX CHETEMBI, HO MOrYT BooOlle He
ofpalnaTscd K pecypeaM KOMIBIOTEpa (32 MCKIYEHHEM OIIEPATUBHOM NaMATH).

Bupycut (Viruses)

[IporpaMmBl, KOTOPBIE 3APAKAIOT APYTHE TPOrPaMMbl — 100aBJIsIOT B HUX CBOH KO, 4TOOB!
MOJY4HTE YIPABRICHHE PH 3AIYCKEe 3apaXeHHsIX (QaiinoB. 3To MPoCToE ONpPENeIeHN!e NacT
BO3MOMKHOCTE BBIABHTE OCHOBHOE JCHCTBHE, BEITONIHAEMOE BHPYCOM — Japadicenue.
Tpoanckue npozpammst (Trojans)

[TporpamMmel, KOTOPHIE BEIMONHAKT Ha NOpajKaeMEIX KOMIBIOTEPAX HECAHKLMOHHPOBAHHELE
MoNb30BATENEM AEHCTBHA, T.€. B 3aBUCHMOCTH OT KAKHX-THE0 YCAOBHH YHHYTOKAIOT

MHGBOPMALIHIO HA JAHCKAX, NPUBOAAT CHCTEMY K "3aBHCAHHIO", BOPYIOT KOH(pHAEHLHAIBHYIO
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urdopmanmio 1 T.1. [anHslil knace BpeIOHOCHBIX HPOTPaMM HE ABJIACTCA BHPYCOM B
TPATHUHOHHOM IOHMMAHHH ITOr0 TCPMAHA (T.e. He 3apakacT APYrHE MporpaMMEL HITH JIAHHEIE);
TPOSHCKHE MPOTPAMMEI HE CIIOCOOHEI CAMOCTOATE/IBHO MMPOHKKATE HA KOMIIBIOTEPEI H
PAacIpOCTPaHSAIOTCA 3I0YMBIIINEHHHKAMH T10/1 BHAOM "foMe3Horo" nporpaMMHOro o0ecneHeHHA.
TTpu 2TOM BpeJ, HAHOCHMEIH HMH, MOXKET BO MHOTO pa3 PEBBILIATE NOTEPH OT TPaHIHOHHOH
BHPYCHOH araxH.
B nocsieaHee Bpema Hanboliee pacnpocTpaHeHHBIMH THNIAMH BPEIOHOCHBIX TIPOrpamM,
MOPTALIMMH KOMIBIOTEPHBIE JAHHEIE, CTAMN YEPBH. Janee o pacnpocTPaHEHHOCTH CIEAYIOT
BUPYCHI M TPOAHCKHE Nporpammul. HekoTopbie BpeoHOCHEE MPOrPAMMB! COBMEIIAIOT B cebe
JLEPHKTEPHCTHKH JBYX HIIH JaiKE TpeX U3 I'IEFE‘-IHCIIEHHHX BEIIE KITACCOB.
Hpozparmui-pexnanst (Adware)
[TporpamMMHBIit K01, 63 BeJloMa I0/IB30BATENA BKJIIOUCHHEIH B mporpaMMHoe ofecredenne ¢
HeNLIO IeMOHCTPAIHH pekiaMHbIX 00bABIeHHH. Kak NpaBuIo, MporpaMMBl-pekiaMbl BETPOCHB
B IporpaMMHoe ofecrieueH e, PaclpocTpaHalomescs GecrnatHo. PexnaMa pacmonaraercs B
paGouem uuTepdeiice. 3aacTyiO JAHHEIE TPOTPAMMBI TAKKE co0HpaloT U NepelipapIfioT
croeMy pa3paboTumKy MEPCOHANBHYIO HH(OPMALIHIO O N0NB30BATENE, HIMEHAIOT PASIIHHHEIC
napaMerpsl Gpay3epa (CTapTOBBIC W MOHCKOBBIE CTPAHHIIEL, YPOBHH 6e30NacHOCTH ¥ T.1L.), a
TAKIKE CO3LAIOT HEKOHTPOIHPYEMBIH ToNb30BaTeNeM Tpaduk. Bee 370 MOXKET MPHBECTH Kak K
HAPYICHHIO OIUTHKN 0€20I1aCHOCTH, TaK | K TIPAMBIM (hHHAHCOBEIM TIOTEPAM.
Mpozpammei-utnuonvt (Spyware)
[Iporpammtoe obecriedecHHE, TO3BOMAIOMICE cofupaTs cBeficHHs 00 OTIENBHO B3ATOM
MOAB30BATENE HIM oprank3aiyy 0es ux segoma. O HATHYHH NPOrpaMM-1ITTHOHOB Ha CBOEM
KOMIIBIOTEpE BEI MOJKETE H HE J0rakiBaThes. Kax mpaBuio, Uessio MporpaMM-IIHOHOB
ABJISACTCS:

e OTCHeHHBaHHE JefiCTBHIl MONE30BATE/A Ha KOMIBIOTEPE;

+  cOop MHOOPMALMH O CONEPIKAHMH HKECTKOTO IHCKA; B 3TOM CJIY4ACT Haule BCEro peth

HIET O CKaHHpGHﬂHHH HEKOTOPEIX KATANnoroR M CHCTEMHOID peecTpa C Helb
COCTABNEHMS CIHCKA MPOrpaMMHOro obecneyen s, YCTaHOBISHHOMO HA KOMIILIOTEPE;

+ cGop HE(OpPMALIMK O KaYecTBE CBA3H, CIOCO0E MOMKITIOUEHHUS, CKOPOCTH MOEMA K T.A.
Homenyuaisio onacuste npunodicenun (Riskware)
[IporpaMmHoOe oOecrneueHie, KOTopoe He HMeeT kakoit-mu60 BpeoHOCHOH QYHKIIHH, HO MOKET
BLITh HCIOB30BAHO 3/I0YMBIILIEHHHKAMH B KAY€CTBE BCIIOMOTATE/IBHEIX KOMIIOHCHTORB
BpeJJOHOCHOI MPOTPaMMBI, IOCKONEKY COlepikHT Gpety | omnOku. [IpH HEKOTOPBIX YCIOBHAX
HATHYHE TAKHMX TPOrpaMM HA KOMIIBIOTEPE MOJABEPTacT BallK JAaHHBIE PHCKY. K rakum

HPOrpaMMaM OTHOCSTCS, HANPHMEP, HEKOTOPBIC YTIITHTE YAANCHHOT0 aIMUHHCTPHPOBARHA,
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NpOrpaMMEl aBTOMATHHYECKOTO TIEPEKTIOYeHNS packnaiky kiaeHarypsl, [IRC-ximmentsl, FTP-
CepBepa, BCEBO3MOMKHBIE YTHIHTHI I8 OCTAHOBKH TIPOLIECCOB HITH CKPBITHS HX paboThL.

Eme oanuM BHIOM BpPENOHOCHEIX TIPOrpamM, ABISAIOMIAMCA [OTPAHHYHBIM IS TAKHX
nporpamM Kak Adware, Spyware u Riskware, fBNSIOTCH NMpPOrpamMMEl, BCTPAHBAIOLMIHECH B
YCTAHOBJIEHHBIH HA KOMITEIOTEpe Opay3ep ¥ NepeHanpasIaionme Tpaduy,
Ipozpammer-uiyymru (Jokes)

[IporpammHoe obecnedenne, He IPHYHHAIONIEE KOMITBIOTEPY KaKOTO-JIHO0 MPAMOro Bpesia, HO
BEIBOJIALIEE COODMERHA O TOM, YTO TaKoi Bpej yie npuuHHeH, bo 6yaer npHaHnaeH 1npH
Kakux-nubo ycnosuax. Taxue nporpaMME]l 9acTo NpeiypesIaoT NoIb30BATENs O
HECYIICCTRYIOWIEH ONACHOCTH, HANPHMED, BRIBOJAT cooBieHNs 0 opMaTHPORAaHHH JHCKA
(xoTs HEKaKoro opMarHpoOBaHHA Ha CAMOM JENE HE TIPOMCXONHT), 06HAPYKHBAIOT BHPYCE! B
He3apameHHBIX dajinax u T.1.

Hpozpammvi-mackuposuuxu (Rootkit)

YTHAHTE], HCOONMB3YeMEIE JUIS COKPBITHA BPELOHOCHOIH aKTHEHOCTH. OHH MaCKHpYIOT
BPeIOHOCHBIE IPOTPaMMEl, YTOOE! H30eKATE HX 00HADPYKEHHA AHTHBHPYCHEIMH [IPOTrPAMMAMH.
ITporpaMMBI-MacKHPOBIIMKH MOIHPHIHPYIOT OMEPAHOHHYIO CHCTEMY HA KOMIIBIOTEPE H
3aMEHATE OCHOBHEIE €€ (IYHKIHH, 4TODBI CKPHITE CBOE CODCTBEHHOE NPHCYTCTBHE H nelicTBHA,
KOTOpBIC NPEJNPHHAMACT 3JI0YMBIIIIEHHHK Ha 3aPaXKEHHOM KOMITBIOTEDE.

IIpouue onacusle npozpammst

IIporpammsl, cozpannsle st opranusannn DoS-atak Ha yjianeHHble cepBepa, B3I0Ma JApYTHX
KOMITbEOTEPOB, & TAKKE ABMAIONIHECH YACThIO CPEIBI pa3pabOTKH BPEIOHOCHOTO MPOTPAMMHOTO
obecriedenus. K Taxnm mporpammam oTHocs T Xakepekie yruiants (Hack Tools),
KOHCTPYKTOPEI BHPYCOB, CKaHEPHI YA3BHMOCTE, MporpaMMEl [T B3JoMa naponeii, npouxe
BHJIEL [IPOTPAMM J1JIA B3JIOMA CETEBEIX PECYPCOB HIIH IPOHHKHOBCHHA B ATAKYEMYIO CHCTEMY.
XaxKepekne ATakn

Xaxepckue aTaku — 370 JAeHCTBHA 310YMBIILIEHHHKOR HITH BPEAOHOCHBIX TIPOTpaMM,
HAMpAB/IEHHEIE HA 3aXBAT HHOOPMALMOHHLIX JaHHLIX YAAIEHHOrO KOMIBIOTEPA, BLIBEAEHHE

CHCTEMBI H3 CTPOA HIH NOJYHEHHE [IONHOTD KOHTPOIA Hall pecypoaMH KOMIILHOTEPA.

HEKI‘JTDPHE BHALI HHTEPHET-MOLIEHHHYECTBA

Durnunz (Ph:'.vfrfi:g) — BHJ HHTEPHET-MOIIEHHHYECTEA, JAKMIOYAKOIIHNACA B pacChLIKe
3MEKTPOHHEIX COOOIIEHHA ¢ LENBIO KpaH KoHGHACHUIHANLHOR HHDOPMALIHH, KAK TIPABHIO,
(puHancoBoro xapaxrepa. PUIIHHI-COOBIUIEHHA COCTABNIAOTCA TakUM 0Bpaszom, 4TOGH
MAKCHMAIEHO MOXOOHTE Ha HH(lopMalMOHHEIE MHCEMA OT OAHKOBCKMX CTPYKTYP, KOMIIaHHH

H3BECTHRIX OpennoB. [1HceMa coflepiaT cehKyY Ha 3aBefOMO JIOHEIH caiiT, creuHansHo
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TOATOTOBNEHHBIH 3M0YMBILUICHHHKAME ¥ ABIAIOMIAACA KONHEH caliTa opranu3amniH, 0T AK0Ok
uMeHH KoTopoli mpumuto nuceMo. Ha nansos caiite N0JIB30BATENIO MPELTATACTCH BBECTH,
HATpUMEp, HOMEP CBOeil KpeuTHOI KapTHl H APYTyIo KOHQHICHIMAIBHYIO HHQOPMATTHIO.
Hoseon na naamublie UHIEPHEM-PECYPCHT — BHI HHTEPHET-MOMICHHHYECTBA, CBA3aHHbIA ¢
HECAHKIIMOHHPOBAHHEIM HCIIOIE30BaHKHEM ILIATHEIX HHTEPHET-PECYPCOB (Yallle BCero 3To Bed-
CAlTEl MOPHOrpahHYEcKOTO coJepkanuaA). ¥ cTaHOR/IEHHEIE 2MOYMBIIINIEHHHKaMH NPOrpaMMEl
(dialers) MHHUMHPYIOT MOJIEMHOE COSJIHHEHHE C BAIIET0 KOMITBIOTEPA HA IUIATHLIH HoMep. Hame
BCET0 HCIIONE3YEMbIE HOMEPA HMEIOT OYEHE BRICOKHE TapH(bl, B Pe3yJILTATE 0JIb30BATENb
BLIHY/ICH OIUIAYHBATE OFPOMHBIE TENC(OHHEIE CUETa.

Hagazuueana pexnama

Haps3uusag peKiaMa — 5T0 BCILUIBIBAOUIHE OKHA H PEKIaMHBIe DaHHEephl, OTKPEIBAIOMIHECS TIPH
pafote ¢ BeG-cafiTamu. Kak mpasuno, nn)opMaLud, CoAEpialasca B HEX, He ObIBaeT M10JIe3HOMH,
JlemoHeTpauMs BCIUIEIBAIONINX OKOH ¥ DaHHEPOB OTBIICKAST MONL30BATEN OT OCHOBHBIX 3a/1ad,
yBeH4HBaeT o0BeM TpaduKa.

Cnam (Spam)

CrnaM — 5T0 aHOHHMHaA MaccoBas PacChUIKa HeXeNaTeTbHBIX MOYToBLIX coobmenuii. Tak,
CIAMOM SBIISHOTCH PACCHUIKH PeKIaMHOr0, MOMHTHYECKOTO H ArHTAIIMOHHOTO XapaKTepa,
MHChME, NPH3EIBAIONIHE TIOMOYb KOMY-HHOY b, OTAEIBbHYIO KATETOPHIO CIIAME COCTABIIAIT
IMHCBEMA ¢ TIpeIOKCHUAMH 00HATHYHTE DONBUIYIO CYMMY ICHET HITH BOBJICKAIOIIHE B
(hDMHAHCOBEIE THPAMHJIbI, 4 TAKKE THCEMA, HAIIPaBICHHBIE HA KPAXY Naposiel H HOMEpOB
KPEIHTHBIX KapT, MHCEMa ¢ mpockGoit mepecnath 3HAKOMBIM (HAllpHMEp, MHCBMA CHACThA)

H T. 1. ClaM CyecTReHHO VBEIHIHBACT HArPY3KY Ha MOYTOBEIE CEPBEPA H NOBLIIAET PHCK

NOTepH HHQOPMALIHH, BAXHOMN 1N N0/Ib30BATEN.

[Ipu3naku 3apaxeHHs
EcTb paz npH3HAKOB, CBHAETENECTBYIONIHX O 3apaieHiH KoMnuioTepa. Ecnu Bel 3ameyaeTe, 4TO
C KOMIIBIOTEPOM NPOHCXOOAT "CTpanHele" BEllH, 8 HMEHHO!
»  Ha 9KpaH BLIBOJATCH HelpelycMOTpeHHbIE coolieH s, H300paKeHus
00 BOCTIPOM3IBOJIATCA HeNpelycMOTPEHHBIE 3BYKORBIE CHIHANEI,
e HEOKHIAHHO OTKpbIBaeTca U 2akpriBactes notok CD/DVD-ROM-yetpoificTsa;
+ TPOH3BOJIBHO, 6e3 BALIEro yYacTus, Ha BAIEM KOMIBIOTEPE 3aNyCKaIOTCA KAKHE-
TG0 NMPOrpaMMEl;
e HA 3KpaH BLIBOIATCA NPEAYNPEHIEHHA O NONBITKE KAKOH-1MO0 H3 NpOrpaMM Ballero

KOMILEOTEPA BLIATH B HHTEPHET, XOTH BLl HHKAK HE HHHIHHPOBA/IH TAKOC €€ MOBEIEHHE,
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TO, ¢ DONBIIOH CTENEHEIO BEPOATHOCTH, MOMKHO NMPENONOKHTE, 4TO BALI KOMITLIOTED ITOPaKEH
BHPYCOM.
Kpome Toro, ecTh HEKOTOPEIC XapAKTEPHEIC IPH3HAKH NOPAYKEHUS BUPYCOM Yepes IMouTy:
¢ IIPY3BH HIH 3HAKOMEIE TOBOPAT BaM O COODIIEHHAX OT BAac, KOTOPLIE BEI HE OTIIPABIIAIH;
* B BaUIEM NMOYTOBOM AINMKE HAXOMMTCA DOMBINOE KOMHYECTRO coobmennit 6e3 obpatHoro
ajipeca M 3aroloBka,
CremyeT OTMETHTB, UTO HE BCeTa TAKHE TPH3HAKH BHI3BIBAIOTCH IPHCYTCTBHEM BHPYCOB.
HHorna ouu MoryT ORITE ClHeACTEHEM APYTHX NpH4YHH, Hanpumep, B cliyyae ¢ noyToi
3apaieHHbIe co0DIEHHA MOTYT PacchLIaThes ¢ BAIIMM 00DATHEIM aJpecoM, HO He ©
BALICTC KOMIBIOTEPA.
EcTh Tacke KOCBEHHEIE TIPH3HAKH 3aPLMCHHS BALIET0 KOMIIBIOTEpa:
» HacThle 3aBHCaHHA ¥ cOou B paboTe KOMIIBIOTEpA;
* MeuneHHas padoTa KOMMBIOTEPA TPH 34MTYCKE TIPOTPanMM;
*  HEBO3MOXKHOCTE 3ATPY3KH ONEpPALHOHHOH CHCTEMBI;
»  HCHEe3HOBeHHME (aitlioB H KATAIONOB WIH HCKROKEHHE UX COIEPKHMMOTO;
« yacToe oOpalleHHe K MECTKOMY JMCKY (4acTo MUTaeT NaMioyka Ha cHeTemMHoM Ooke);
« peb-Opay3ep (Hanpumep, Microsoft Internet Explorer) "3aBucaet" unu sener ceds
HeoKMIAHHBIM 00pa3oM (HanpuMep, OKHO NPOrpaMMel HEBO3MOMKHO 3aKPBITE).
B 90% cnyyaes HAUTHYHE KOCBEHHBIX CHMIITOMOB BhI3BaHO ¢0OEM B anmapaTHOM HITH

NporpaMMHOM obecrieqeHtH,

Yo AJATE NPH HAJTHYHH NPH3IHAKOE 3apasKeHH
Ecnu BEI 3aMETHIIN, YTO BAll KOMNLIOTED "BeleT cebd Mogo3pHTENEHO",

1. OTIoMMTE KOMIIBIOTEP OT HHTEPHETA M JIOKANEHOH CETH, €CJIH OH K Heil
OBl O IKIIOYEH.

2. Ecnu cuMnToM 3apaskeHns COCTOHT B TOM, ¥TO BEI HE MOJKETE 3arPY3HTECA € JKECTKOTO
JIMCKA KOMIBIOTEpa (KOMILIOTE] BELIACT OHOKY, KOIJIA BEI €r0 BKIIOYAETE),
nonpo0yiTe 3arpy3HTECH B PEXKHME 3alMTE OT cOOSB HITH ¢ THCKA aBapHiiHoi 3arpy3kn
Microsoft Windows, koTopstii BB cO3IaBANH TPH YCTAHOBKE ONEPALIHOHHON CHCTEME! Ha
KOMIIBIOTED.

3, Ilpewpe-ueMm npeanpHHUMATE Kakne-mH00 neficTBHA, COXpaHHTE pe3ybTaTHl Ballek
paboTHl Ha BHeLHKI HocuTenb (auckery, CD-muck, dnewm-kapty u np.).

4. YeraHoBMTE AHTHBHPYCHYIO TIPOrPAMMY, €CIIH BRI 3TOTO SIIE HE CISTAllH.

5. OOHOBHTE CHTHATYPY Yrpo3 nporpaMmel. ECiM 370 BO3MOKHO, A HX NOIYUICHHS

BBRIXOJHTE B HHTEPHET HE CO CBOETO KOMIIBIOTEPE, & ¢ HE3ADAMEHHOID KOMIIBHOTEDA
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apyseit, unTepHeT-Kaje, ¢ padoThL. Jlyumie BOCMONB30BATECS APYTHM KOMIBIOTEPOM,
OCKONLKY TIPH MOAKIOUEHHH K HHTEPHETY © 3apaeHHOro KOMIBIOTEpa €CTh
BEPOSTHOCTE OTIPABKA BHPYCOM paykHOit MEGDOPMALTHH 3NOYMBIIUICHHAKAM HITH
pacnpocTpaHEHHA BHPYCa M0 ampecaM BaieH anpecHoil kHUIH. FIMERHO MIOITOMY TIpH
NOO3PEHHH HA 3APAKEHHE JIYHLIC BCCTO cpasy OTKIMOYUTECA OT UHTEPHETA.

6. 3anycTHTe NOJHYIO TPOBEPKY KOMMBIOTEPA

IpoduaakTHKa 3apakKeHHs
Hitkakie caMble HATeKHEIE H pasyMHBIC MEPBI HE cMOTyT 0GeCTIeUHTh CTONPOLCHTHYIO 3aMHTy
OT KOMITBIOTEPHBIX BHPYCOR H TPORHCKHX IPOTPAMA, Ho, BBIpaboTas A cebs P TIPaBHIT, BEI
CYNIECTBEHHO CHU3HTE BEPOATHOCTD BHpPYCHOM aTaKH M CTENCHE BOIMOKHOIO ymepoa.
OHUM U3 OCHOBHEIX MCTOTIOB GopLOBI ¢ BUpYCaMH ARTSETCA cBOEBpEMEHHAs NPOPUIAKMIKA.
KommbroTepHas MpoduIIaKTHKA COCTOUT H3 HeBOTBIIO0 KOJIMUECTBa pasui, coOmONCHIE
KOTOPBIX 3HAUKTEIBHO CHIMKAET BEPOATHOCTR japaKeHHs BUPYCOM U TIOTCPH Kakux-nubo
MaHHBIX.
Hitke nepequc/ienbl OCHOBHEIC IPABHIIA fe30M1aCHOCTH, BRINONHEHHE KOTOPBIX
[O2BOJMT W30EraTh BHPYCHBIX aTak.
Mpasuao Ne 1: saujumume KOMRbIOMED € ROMOUBIO GHIMUBUPYCHBIX APOZPaMM U npozpamm
Gesonacnoli pabomel & unmepneme. Jins 3TOro:

.  Be30TNAraTelbHO YCTAHOBHTE aHTHBHPYCHY1O TIPOTPaMMY.

« PerynspHo ofHOBMAITE CHIHATYPBI YTPO3, AXOIAIIHE B COCTAB [POrpamMMEl.
TMpasuno Ne 2: 6ydvnie ocmoposicist NP SaNUCU HOBLIX OGHHBIX HA KoMAblomep:

« TlposepsiiTe HA NPHCYTCTBHE BUPYCOR Bee cheMubie auckn (uekersl, CD-THCKH, (dnem-
KapThl ¥ TIP.) TIEPE]] HX HCMIOE3OBAHHCM.

« OcropoxHo 0GpalaiTech ¢ NOHTOBEMH coobmenusivu. He 3anyckaiiTe HHKaKHX
thaitnoe, NIpHMEAMHX IO TIOYTE, €CJTH BB HE YBEPEHEL, 4TO OHH JelicTBHTEIBHO
NOIKHE! OBUIK TIPHITH K BaM, JAWKe €CIH OHH OTIpAB/IEHbl BAIIMMH 3HAKOMBIMH.

. DBrHMaTeJbHO OTHOCHTECE K HH(OpPMAllHH, nony4yacMoii H3 HHTEpHETa. Ecny ¢ Kakoro-
mibo Bef-caiiTa BaM NpeIaraeTes yeTaHoBUTE HOBYIO TIPOTPaMMY, oGpaTHTe BHUMaHHE
Ha HanHgMe Y Hee cepruduKaTa Ge30MacHOCTH.

. [Eciu BB KOMHPYETE H3 HHTEPHETA HIH oKATBHOM ceTH HenonHAeMbli dain,
oBa3aTeNIBHO NPOBEPBTE Ero ¢ NOMOIIEI0 AHTHBHPYCHOH IpOrpaMMEL.

.  BHUMATEIbHO OTHOCHTECH K BHIOOPY MOCEMACMBIX BAMH WHTEpHET-PECYPCOB.

HekoTopEie U3 caliTOB 3apaXEHEL ONACHEMH CKpHOT-BHPYCaMH HIH HHTEpHET-YEPBAMH.
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Mpasuiso Na 3: noavsyiimecs cepsucon Windows Update u perynsipuo ycranasnmsaiite
00HOBNEHHA ONepalHoONHOl cHeTemsl Microsoft Windows.
[paeuno Ned: noxynaiime ducmpuymusnsle konuu npozpammuozo obecneyenus
Y othuyuarsHux nPodaslos.
Hpasnno N 5: ozpanuubme xpyz moded, donywennvix k pabiome Ha eauies KoMAblOMepe.
[Ipasuno Ne 6: yuensiume puck HeRpUAMHBIX NOCAEOCMEBUI BOIMONCHOZ0 3APANCEHUN:

« CpoeBpeMeHHO jlenaiiTe pe3epBHOE KONHPOBAHHE NAHHEIX.

» CospaiiTe IHCK aBapHIiHOTO BOCCTAHOBJIEHHS, ¢ KOTOPOTO [IPH HEOOXOOUMOCTH MOMHO

OyaeT 3arpy3uTeCA, HCMONB3YA "UHCTYIO" OMEPALHOHHYIO CHCTEMY.

IIpasuno Ne 7: pezyaspro npocmampusaiime cHUCOK YCMAHOBAEHHBIX NPOZDAMM HA
gawem Komnviomepe. Jlng 31010 BbI MOKETE BOCIIONB3IOBATHCA TYHKTOM
Yeranosra/yaanenue nporpamm B Ilaneau HHCTPYMEHTOB HIH IPOCTO MPOCMOTPETE

cojepxHmMoe Karaiora Program Files, katanora aBrosarpysxu.

OcHoBHBIE AaHTHBHPYCHBIC NPOrPAMMBI:
1. Norton Antivirus

Dr, Web

Kaspersky Antivirus

NOD 32

Mc Afee

Panda Antivirus

chil .



